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Introduction

breeze_digital

Breeze Digital supports the practical digitalisation
of the third-sector. We facilitate learning on topics
including Cyber Security, and its role in Employability.

Since 2009, Inspiralba have been collaborating with
partners to provide locally tailored support, including
accredited training, well-being support, tools and
equipment, work experience, and wage subsidies.

For people of all ages and backgrounds. Our goal is to
build confidence, skills, and resilience.

For more information:

\‘_'_;_'! www.inspiralba.org.uk/employability-support/
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What is Cyber Security?

/ Do you use a

Do you access
services online,

smartphone, i’
such as mobile
laptop, tablet or ) )
banking, email
computer?

or social media?

If the answers to one or both of those questions are yes, it is
important for you to understand cyber security, and what you can do
to protect your identity and personal information.

Your devices and online accounts hold your personal information, and
you can take steps to protect yourself from cybercrime.

This toolkit is a starter guide to help you recognise common cyber risks.

This booklet includes:

m \Why cyber security matters in employment.
m A 5 step checklist to increase your cyber safety (both personally
and professionally).
m A jargon buster — Struggling with technical terms?
We have included a jargon buster to help explain common terms
associated with cyber security.
m A list of helpful resources and further reading.
m Useful contacts.
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Employability

Individuals with cyber security knowledge are valuable to employers.
Cyber threats are now one of the biggest challenges organisations
will face, and the threats are becoming increasingly common and
sophisticated.

A careful approach to creating and sharing passwords, handling
phishing emails and knowing what to do if you think you have been
the victim of a cyberattack are important employability skills.

Social engineering

As a new employee, you may be more likely to fall victim to a cyber
attack through social engineering.

Social engineering is when someone tries to make us feel a specific
way. The person behind this is trying to create a sense of trust,
urgency, authority or stress.

Social engineering is used in cyberattacks because it is easier to
exploit trust to gain entry to a system that a human has unlocked for
you, than it is to hack into a system without the keys.




A social engineering scenario:

A hacker is pretending to be one of your senior colleagues.

Your colleague has been hacked.

Once the scammer has got into an email account, they can send
messages to the entire contacts list (and make a copy of this list).

You receive an email from their account, and it includes an urgent request
for you to action organising vouchers for new members of staff.

You think the tone of the email is slightly strange. It also has some typos
BUT it is their legitimate email address, and this person is often sending
quick emails on the move, so errors do occur.

Keen to show willing, you act on the request and click a link in the email.
Malicious software is now on your laptop and in the company network.

lllustration: Charli, age 16 - Inspiralba




It is important to remember you are a victim in this scenario and,
if you find yourself in this position, escalating it to your line manager

or IT Team is the best course of action. The quicker an IT professional
can look at your device and your network, the more that can be done
to minimise disruption and negative consequences.

Workplaces are being proactively encouraged to adopt a culture that
encourages open communication about security issues. If employees
feel safe to report any incidents, such as a link that has been clicked
that they have concerns about, their concerns can be checked and
monitored by IT professionals. Being proactive and collaborative

can help identify and address potential threats before they become
significant problems.

By taking these steps, you not only protect your own work but also
contribute to the overall cyber resilience of your organisation, creating a
safer digital environment for everyone.
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Checklist

B¥ PASSWORD PROTECTION

The first item on your checklist is passwords.The most common reason
for use of a simple password and password reuse is that they are easy
to remember so you don't get locked out of your accounts. This is the
easiest win for hackers who can try a variety of common passwords to
gain access to your device or online accounts.

Password managers

The first proactive step you can take is to find a password manager to
remember all of your passwords for you. The main advantage is that you
must only remember one strong password to access all your accounts.
There are free options out there, or if it is only you that uses the device,
you can save passwords to your most frequently used browser.

Browsers like Chrome, Firefox, and Safari offer built-in password
managers that securely store your login details, allowing you to access
your favourite websites quickly and easily without having to remember
multiple passwords. These password managers can also generate
strong, unigue passwords, enhancing your online security by reducing
the risk of using weak or repeated passwords across different sites.

However, while saving passwords to your browser offers convenience,
it is important to be mindful of potential security risks. If your device

is stolen or compromised, someone could potentially access your
saved passwords. To reduce this risk, it is crucial to use a strong,
unique master password for your device and enable additional security
measures like multi-factor authentication (MFA).

Additionally, keeping your browser and operating system up to date
ensures that you have the latest security patches and features.
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How to create a strong password:

Create passwords with a mix of upper and lowercase letters,
numbers, and symbols.

Longer Is Better - Longer passwords are more secure; aim for
at least 12 characters.

Unique for Each Account - Never reuse passwords across
different accounts or services. If a hacker gets into one
account, they can get into them all.

Passphrases Are Effective - Consider using random word
combinations for easy-to-remember yet strong passphrases.
For example ‘LeafCloudyHorse28!”

Avoid Common Choices - Stay away from easily guessable
passwords like "password", your surname or date of birth.

Regularly Update Passwords - Change passwords
periodically, especially for critical accounts.

Struggling to think of as unique password that meets the
above criteria? Let your password manager generate a
secure password for you.

e >
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2 ADD ADDITIONAL LAYERS OF SECURITY

The second item on our checklist is enabling Multi-Factor
Authentication (MFA).

MPFA is an additional layer of security that can be added to your
personal accounts and devices. Many programs that you use every
day will now be repeatedly asking you to put this in place, such as
Google or Microsoft.

There are various options including security questions, passcodes
and verifying your identity via a different device.
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3 BEWARE OF PHISHING

The third item on the checklist is to familiarise yourself with what
phishing is and what it looks like in practice.

Phishing is simply an attempt to trick you into doing the wrong thing.
It is a fraudulent practice by scammers to obtain personal information
such as credit card details. They may pose as a relative, manager in
your workplace or a reputable company.

If a link in an email, text or on social media looks suspicious, DON'T
click on it. If you are unsure, and you know the person they may be
trying to impersonate, contact them via an alternative method and ask
them to confirm if it is legitimate.

How to spot a Phishing Email?

t Always check the email address that the email is coming from.
As phishing scams become more sophisticated, emails can
look like they are from a legitimate source and display a name
that is recognisable to you.

$ Beware of unexpected emails, text messages or phone calls
with urgent requests or payment demands. In a work setting
this might look like the CEO asking you to do an urgent task
for them. In a personal capacity, it may look like your bank has
contacted you about money leaving your account. As a rule,
take your time to check a source is legitimate by contacting
your trusted suppliers.

Remember, you should never be ashamed or blamed for
falling victim to an attack. If you click a link and are worried

something may be wrong, speak to a trusted person and seek
advice.These scams are deliberately set up to catch you out and
anyone can become a victim.
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4 MALWARE

The fourth task on the checklist is to learn how to protect yourself
against malware. Malware is software that is specifically designed to
disrupt, damage, or gain access to your computer system.

Cyber criminals use this to deceive a victim into providing personal
information for identity theft, take your financial details, control
your devices and to infect your devices to use them for mining
cryptocurrencies.

R
o W
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How to protect myself against Malware?

Device Protection Steps:

e Make sure your operating system and applications updated as
Cybercriminals look for weaknesses in outdated or old software.
Ensure you install updates as soon as they become available.

e Always ensure your Anti- Virus is up-to-date and perform regular
security checks by running a scan using the security software you
have installed on your device.

e Restrict the number of applications on your device. Only install
applications on your device that you need and use.

e Make sure all your software is licenced from a legitimate source.
e Ensure only authorised users can download and install applications

on your computer.

Be aware online:

e Do not click a link in a pop-up as it may download Malware on your
device. Close the pop-up by using the “X"” and navigate away from
the website that produced the pop-up.

e |f you have received an unknown link or attached via email, social
media, or text message that you do not recognise, do not click the link.

e Make sure the website your accessing has https at the beginning of
the website address/ (URL) to ensure it is safe to proceed.

e Only purchase apps from official app stores as malicious software
can be contained in these applications which bypasses your in-built
security systems for your devices and gives an unauthorised person
all your personal data.
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Worried that your computer has been infected with Malware?

Here are the things to look out for:

P P DL P

Your device is running slower than usual.
Your web browser takes you to a site you did not want to visit.

Infection warnings — frequently accompanied pop-ups offering
to buy something to fix them.

Problems shutting down or starting up your device.

Frequent pop-up ads

I think my computer has been infected with Malware.
What should I do?

Go offline!

Conduct a full system scan of your
device using a legitimate anti-virus
software.

Restore your computer to an
earlier back-up.

Delete all temporary files found in
the Temporary Files folder.

Go into Safe mode

Reinstall your Windows or iOS operating system
— these vendors allow you to do this free of charge.
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Is my mobile phone safer to use than a laptop or computer?

The vulnerability of a phone compared to a computer in terms of
cyberattacks is a complex topic.

Both devices have their own sets of strengths and weaknesses when it
comes to security.

Modern smartphones, particularly those running on iOS or the latest
versions of Android, benefit from several built-in security features.
These include sandboxing, which isolates apps from each other,

and a centralised app store model, where applications go through
security checks before being made available to users.

Additionally, smartphones often receive regular security updates, and
the operating systems are designed with security in mind from the
very beginning.

Personal computers can lack robust security tools (such as anti
virus software and firewalls) so you really need to take a proactive
approach to install these security measures.

The open nature of computer operating systems like Windows and
macOS makes them more susceptible to certain types of attacks,
such as phishing or malware, especially if users are not vigilant about
security practices.

Ultimately, neither device is completely safe. The best defence
against cyber-attacks is a combination of good security practices,
such as keeping software up to date, using strong passwords, and
being cautious about the links and attachments you open, regardless
of whether you are using a phone or a computer.
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Checklist

The last item on your checklist is to be aware of common scams.
The following scams have been prevalent in the last few years.

e [ake refunds e [ake shopping websites
e Debt collector scam e \WhatsApp group chats targeted
by fraudsters

e Holiday booking scams
e Ticket fraud for popular and sold

e Fake job scams out events

* Lottery and giveaway scams e Hacked social media or email

e Fake antivirus software accounts

¢ Make money fast and easy scam Online Marketplace scams

e Pig Butchering Scams

Online Marketplace scams

Online Marketplaces such as Facebook Marketplace, eBay etc are
becoming more popular to obtain the best deal on high value items.
Scammers will copy a legitimate advert and post it on another
marketplace. An individual will enquire if the item is available and you will
receive a reply that the item is available but for some reason the person
selling the item is away. They will ask for an up-front payment to secure
the item. The seller may even send you an invoice. However, as soon as
you make the payment, the post disappears, and all contact is lost.

How to combat this?

[@ Don't ever pay for an expensive item that you have not seen
in before.

[[f]___? Research the seller to ensure that they are legitimate through
looking at previous reviews.



I
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Source:

Fake Jobs: Scammers impersonate firms to target victims
www.bbc.co.uk/news/uk-england-surrey-68110626
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Helpful Resources

For further information, please visit the following links:

{—=) General overview of Cyber Security
7 https://www.ncsc.gov.uk/section/about-ncsc/what-is-cybersecurity

{=} Password Managers
https://ncsc.gov.uk/collection/top-tips-for-staying-secure-online/
password-managers

Multi factor authentication
https://ncsc.gov.uk/collection/top-tips-forstaying-secure-online/
activate-2-step-verification-on-youremail

i\
W\

1
)
>

Reporting a scam
https://ncsc.gov.uk/collection/phishing-scams

{’-
W

%

What to do if your device is infected with Malware
https://www.ncsc.gov.uk/guidance/hacked-device-action-to-take

=

v
!

\

Reporting Cyber Crime
https://www.ncsc.gov.uk/section/information-for/individuals-fami-
lies#section_b

<

iy

What is an antivirus product
https://www.ncsc.gov.uk/guidance/what-is-an-antivirus-product

Securing your devices
https://www.ncsc.gov.uk/guidance/securing-yourdevices

\

f )
\

\

{=) Backing up your data
https://www.ncsc.gov.uk/collection/small-business-guide/back-
ing-yourdata

{—) Shopping online securely
https://www.ncsc.gov.uk/guidance/shopping-online-securely

\'f_:-‘ Recovering a hacked account
https://www.ncsc.gov.uk/guidance/recovering-a-hacked-account
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(_;‘_) Developing a positive cyber security culture
https://www.ncsc.gov.uk/collection/board-toolkit/developing-a-positive
-cyber-security-culture

‘:;_‘} What to do if your device is infected with Malware
https://www.ncsc.gov.uk/guidance/hacked-device-action-to-take

{=} Reporting Cyber Crime
https://www.ncsc.gov.uk/section/information-for/individuals-families#section_5

(;‘} What is an antivirus product
https://www.ncsc.gov.uk/guidance/what-is-an-antivirus-product

= Securing your devices
https://www.ncsc.gov.uk/guidance/securing-yourdevices

-=y Check if your accounts have been involved in a data breach:
https://www.haveibeenpwned.com

Contacts

In Scotland, report all scams to Advice Direct Scotland by calling
0808 164 6000 (Mon-Fri 9am-5pm) or online at www.consumeradvice.scot

You can sign up for free to Action Fraud Alert to receive direct, verified, accurate
information about scams and fraud in your area by email, recorded voice and
text message. www.actionfraud.police.uk/sign-up-for-action-fraud-alert

Report to Police Scotland. In Scotland, all reports of fraud and any other
financial crime should be reported to Police Scotland by calling 101.

In the event of falling victim to a scam, it is important to act quickly. Report the
incident to relevant authorities, such as your bank or credit card company, and
change any compromised passwords immediately. Monitoring your accounts for
unusual activity and setting up alerts for suspicious transactions can also help
mitigate further damage.
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Jargon
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IT Terminology

Digital devices are pieces of physical equipment that connect to
the internet. Examples of digital devices are Smartphones, tablets,
laptops and computers.

Browsers are software application used to access the internet.
Examples include Google Chrome, Microsoft Edge and Safari.

Software is a generic term used to refer to applications and programs
that run on a device. Examples of this are browsers, and mobile apps
that you use for mobile banking and social media.

Networks are systems that link two or more computing devices to
enable the transmission and sharing of data. These devices range
from mobile phones to servers. Connections within this network can
be wireless or by using physical cables.

Storage refers to the use of various technologies and devices to save,
retrieve, and manage digital data. An example of physical storage

is your mobile phone device, and some of your data will be stored
directly to the device. If the device is lost, the data will go with it.
Nowadays a lot of storage solutions are ‘cloud’ based. This means
your data such as photographs taken on your phone, and emails in
your inbox live on bigger servers owned by companies such as Apple,
Google and Amazon.

Transmission refers to the process of sending and receiving data
between devices or systems. The term “in transit” generally refers to
data that is actively moving from one location to another. An example
of this is sending an email or a sharing a file.

Breeze Digital - Cyber Security Toolkit



Cyber Terms

Organised Criminal Groups (OCG) are groups who make money
from hacking individuals and organisations. In comparison to
traditional crime, it is relatively low-cost and low risk for these groups
to operate. There are many countries where cybercrime is not actively
prosecuted by the authorities.

Hackers breaks into computer systems. Their main motivation will
usually be financial gain, either stealing money directly from you or
using your identity or sensitive data for illegal, fraudulent activity.

Cybercriminals Cybercriminals are individuals or teams of people
who use technology to gain unauthorised access to sensitive
information, with the intention to profit from the activity.

Cyber-attack is an attempt to damage, disrupt or gain unauthorised
access to computer systems, networks or devices.

Cyber security is the protection of devices, services and networks -
and the information on them - from unauthorised access or theft.

Cyber resilience refers to the ability to prepare for, respond to, and
recover from cyber threats. For individuals, this includes staying
informed about common scams, implementing preventive measures,
and knowing how to react if you fall victim to a cyberattack.
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Jargon
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Types of attack and malicious activity

Social engineering is a form of manipulation. It is taking advantage
of human nature to access private information.

Phishing is a method used by cybercriminals to trick individuals
into providing sensitive information such as usernames, passwords,
and credit card details by pretending to be a trustworthy and known
person in electronic communications. Phishing often occurs through
email or malicious websites. This method uses social engineering to
successful ‘phish’ for information.

Viruses are types of malicious software, designed to get inside a
computer system without the user’s consent. Viruses typically spread
through infected email attachments, downloads from untrustworthy
websites, or through removable media like USB drives. They rely

on human action to take effect, such as opening an infected email
attachment or downloading a file from a compromised website.
Common signs of a virus infection include unusual computer
behaviour, unexpected crashes, slow performance, and the
appearance of unfamiliar programs or files.

Once executed, a virus can perform various malicious actions, such as
corrupting or deleting data, disrupting system operations, or providing
unauthorised access to the infected system for the attacker.

Malware Short for “malicious software,” malware is any software
intentionally designed to cause damage to a computer, server or
computer network. It includes viruses, ransomware, spyware and
other malicious programs.
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Spyware is a type of malicious software that is designed to
gather information from a computer or other device without the
user’s knowledge or consent. Often, this information includes
personal details such as browsing habits, account login details,
and even financial data. The collected information is then sent to
a third party, who may use it for various purposes, ranging from
targeted advertising to identity theft or other criminal activities.

One of the key challenges with spyware is that it often operates
silently in the background, making it difficult for users to detect
its presence. It can be installed through various means, including
email attachments or infected websites. Once installed, spyware
can significantly slow down a device, cause system crashes, and
compromise the user’s privacy and security.

Ransomware is a type of malicious software designed to block
access to a computer system or data until a sum of money is

paid. Typically, ransomware gets in to a user's system through
phishing emails, malicious downloads, or vulnerabilities in outdated
software. Once activated, it encrypts files or locks users out of
their systems, displaying a ransom note demanding payment in
cryptocurrency, such as Bitcoin, in exchange for the decryption key
or to restore access.

The impact of ransomware can be devastating for individuals and

organisations. For individuals, it can result in the loss of personal
data, such as photos, documents, and financial information.
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Brute force attacks are a straightforward, yet powerful method

used by cybercriminals to gain unauthorised access to systems,
networks, or accounts. This technique involves repeatedly trying all
possible combinations of passwords until the correct one is found.
Despite being time-consuming brute force attacks can be surprisingly
effective, particularly when targeting weak passwords or poorly
secured systems. This makes it a significant concern in the field of
cybersecurity.

To reduce the risks associated with brute force attacks, it is essential
to use long, and unique passwords that are difficult to guess.
Additionally, multi-factor authentication (MFA) adds an extra layer of
security by requiring users to provide two verification methods to gain
access.

Dictionary attacks are when cybercriminals compile lists of
commonly used passwords, phrases, and variations to accelerate
the process of cracking security measures. The list can be referred
to as a “dictionary” and shared among criminal organisations. Unlike
brute force attacks that try every possible combination of characters,
dictionary attacks are more focused and efficient because they
exploit the tendency of users to choose common, easily guessable
passwords.

Preventive measures

Anti-virus

Firewalls are network security devices or software that
monitors and controls incoming and outgoing network traffic
based on predetermined security rules. Its primary purpose
is to create a barrier between a trusted internal network and
untrusted external networks (such as the internet).

Breeze Digital - Cyber Security Toolkit



Encryption is the process of converting data into a coded format to
prevent unauthorised access. Only those who have the decryption key
can convert the data back to its original form. Encryption is essential
for protecting sensitive information during transmission and storage.
An example of this in action is someone selecting the option to encrypt
an email they are about to send with login details to an account. The
information in the email will be turned into a string of code, and can
only be accessed by the intended recipient of the email.

Multi-factor authentication (IMIFA) is an additional layer of security
that can be added to your personal accounts and devices. For example,
you are logging into your internet banking on your laptop and are asked
to confirm your identity by entering a pin sent by text message to your
mobile device.

Password managers store and manage your passwords in an
encrypted database, allowing you to use complex, unigue passwords
for each of your accounts without having to remember them all.

One of the primary benefits of using a password manager is
convenience. With just one master password, you can access all your
stored account details, streamlining the login process for various
websites and services. Many password managers also offer features
such as automatic form filling, secure password generation, and
synchronisation across multiple devices. This means that whether
you're on your computer, tablet, or smartphone, you can easily and
securely log in to your accounts without the hassle of manually
entering your login details each time.

In addition to convenience, password managers enhance security.
They use strong encryption methods to protect your stored passwords,
making it extremely difficult for hackers to access your information.
Many password managers include additional security features like two-
factor authentication, which adds an extra layer of protection.
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Contact Us

For live link sources used in this document please visit
breezedigital.uk/knowledge-hub and filter by Resources.

For more information please contact jane@breezedigital.uk.



